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Enterprise-grade cloud
How Atlassian is enabling secure collaboration

E T H A N  H A R RY  —  A S H W I N I  R AT T I H A L L I  —  B E N  M A G R O



Cloud means 
best-in-breed,


but is it secure?



Server/data center



Cloud



Data handling concerns



Data access and sharing



Partnership 
with Atlassian



Atlassian controls

Security and compliance 

provided by Atlassian

Agenda

Customer controls

Levers provided to customers 

to protect access and data

Shared responsibility

Cloud customers partner with 

Atlassian to secure data













BYOK



BYOK



Atlassian controls

Security and Compliance 

provided by Atlassian

Agenda

Customer controls

Levers provided to customers 

to protect access and data

Shared responsibility

Cloud customers partner with 

Atlassian to secure data



Organization



Organization



AUTHENTICATION 
PROTECTIONS

Securing user access



IP allowlisting


Allows organization to control 
which networks have access 

to your content

External user security


Allows organizations the 
ability to ensure non-

managed users have gone 
through a second factors 

authentication

Authentication policies


Allows organization to 
configure SSO, 2SV, and idle 

session durations


Authentication protections



GOVERNANCE PROTECTIONS
Implement your governance standards



Audit logs

Track user actions across your suite of Atlassian products



Beacon

Track user actions across your suite of Atlassian products



DATA PROTECTIONS
Add controls to your most sensitive content



Data protections

Allows admins to create polices that add controls to groups of content



Data protections

Creating a policy



Data protections

Set the coverage



Data protections

Choose a control



Data protections

Restrict app access



FUTURE PROTECTIONS
Investments we are making in DLP



Data classifications

The practice of organizing and categorizing data according to predefined criteria



Administering tags

Setting and creating tags



Product experience

Classifying your content



Product experience

Viewing and interacting with classified content



Data protections

Protect your content based on it’s classification
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Compliance center

Resources

Cloud roadmapTrust whitepaper


