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Meet the Atlassian team that 
protects your data



Purpose

Security intelligence team

What does the team do?

Other security teams

Ukraine cyber readiness

Credential invalidator

Agenda



Security intelligence 
(SecInt) team



MISSION

Reduce the impact of 
security incidents at 
Atlassian through 
continuous development of 
IR documentation, 
practices, and tooling



What does the 
SecInt team do?



Responsible for all things 
related to security at Atlassian 
and its customer data.



Focus areas

Security intelligence

Alert engineeringSecurity intelligence

Threat hunting, alerting, and  
analysis across all Atlassian 

products & platforms

Creation & management of 
detections/alerts

Security incident response at 
Atlassian



Working closely with other 
security teams

Collaboration with the support teams

Proactive security monitoring for 
emerging threats

Addressing abuse on Atlassian 
products & platforms and more

Security 
intelligence



Other security teams
at Atlassian



Secure Development 
Practices

Red Team

Vulnerability 
Management Product Security 

Corporate Security

Eco-System Security 



Ukraine cyber readiness



Protecting our customers in the 
Ukraine region

Identifying threat actors abusing our 
platform to target Ukraine

Identifying threat activity against 
Atlassian from Russia-based actors

Objectives

https://www.atlassian.com/blog/announcements/atlassian-stands-with-ukraine



Cyber 
readiness

Investigated if our products were abused
• Bitbucket

• Confluence

• Jira, etc.

Protecting Atlassian ID 
• Bruteforce

• Account takeover (ATO)

Protecting Atlassian infrastructure
• New security controls

• Threat intelligence 



Credential invalidator



The service revokes valid 
credentials and session 
cookies found in the third-
party breaches.



Collaboration with identity team

Uses third-party threat intelligence data

Automatic password resets

Prevented 200,000+ account takeovers
(since July 2021)

Invalidated 25,000+ session cookies
(since January 2023)

Credential 
invalidator

https://www.atlassian.com/blog/announcements/credential-invalidator



Ways to 
contact us

security@atlassian.com

https://support.atlassian.com/contact

Technical Account Managers (TAMs)



Questions?



Thank you!


